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● First, AI bots are increasingly indistinguishable from people online. 

● Second, AI is becoming increasingly scalable—both more affordable and accessible, 

AI Trends that can contribute to online frauds 



Current solutions for countering AI-powered deception



Cryptography relies on computationally hard mathematical problems, such as the factoring of very large 

numbers. There are not any known methods of efficiently solving certain such problems, whether by a 

human or an AI system.

What AI Cannot Do (yet!!)
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Proof-of-Personhood

● Biometric Methods - Aadhaar, Worldcoin etc.
○ Advantage - everybody has it

● Social-graph or Web-of-Trust
○ These systems can struggle to confirm uniqueness:

○ Verification Party - BrightID, Idena

○ Existing Human Vouches for new user - Proof of Humanity, Circles 

● Government ID Based (Breeder Documents)

*NIST considers biometric verification to be its highest strength of evidence



Proof-of-Personhood with Uniqueness

● Biometric Methods - Strong
○ Perform 1:N De-duplication
○ Strong level of assurance

● Social-graph or Web-of-Trust - Weak
○ These systems can struggle to confirm uniqueness

● Government ID Based (Breeder Documents)
○ These could also be weak wrt Uniqueness

*NIST considers biometric verification to be its highest strength of evidence





3 Key Benefits of PHC Systems

Sockpuppeting—Creating fake online identities or using multiple accounts to deceive:

● Manipulating perception of public political opinion on social media

● Propping up (or attacking) the reputation of businesses or individuals 

● Carrying out scams on digital marketplaces



3 Key Benefits of PHC Systems
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